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COVERT SURVEILLLANCE

Report from/Author:  Perry Holmes, Monitoring Officer

Summary

The Council has at its disposals a number of means of investigating and prosecuting
offences. The vast maijority of investigation is covert. In some specific circumstances it
may be necessary to undertake covert investigations. The law that covers covert
surveillance is changing. This report details the law, the changes and proposes that
Audit Committee takes a role in reviewing the use of covert surveillance

1.1

2.2

Budget and Policy Framework

Approval of the Covert Surveillance Policy and Guidance is a matter for
Cabinet whilst it is within the ambit of the Audit Committee to take on a
reviewing role for the use of covert surveillance by the Council.

Background

The Regulation of Investigatory Powers Act (RIPA) 2000 provided a
mechanism for the Council to use covert surveillance in investigations. The
Council has used three types of covert approaches. It has used:

o Directed surveillance - where it has turned its attention on an individual
and decided to find evidence covertly to assist in a prosecution

o Covert Human Intelligence Sources — where individuals have been
tasked to obtain evidence through building relationships including an
element of risk

o Communications Data — where telephone records have been obtained to
assist in prosecutions

RIPA allowed for a system of internal authorisations and provided for external
scrutiny through the Office of Surveillance Commissioners. The Council was
inspected in 2009 and more recently in April 2012. Following that recent
inspection an action plan was produced which included approval of a covert
surveillance policy. Attached at Appendix 1 is a draft policy for consideration.
In discussion with the Inspector, it was also suggested that Member oversight
of the operation of the policy and the use of covert surveillance could be given
by the Audit Committee




2.3

3.1

3.2

3.3

4.1

The Protection of Freedoms Act 2012 limits the circumstances in which
Councils can use covert surveillance and requires judicial approval. The details
of how this will work in practice are yet to be clarified as the Act is not yet in
force. It is likely to come into force in the autumn of 2012. However what is
known is that directed surveillance will only be authorised for offences which
carry a maximum of six months or more save as they relate to alcohol and
tobacco.

Advice and analysis

Members will be briefed to assist them to understand the context for the Policy
and also their potential role in overseeing the future use of covert surveillance.

A Diversity Impact Assessment (DIA) screening form has been undertaken and
is attached at Appendix 2. It is not necessary to undertake a full assessment
on the draft policy.

The Cabinet is being asked to consider and approve the policy at 3pm on 10
July 2012. The outcome of the Cabinet meeting will be reported to Audit
Committee.

Risk management

There are reputational and legal risks to the Council for not using covert
surveillance techniques appropriately.

Risk Description Action to avoid or
mitigate risk
Reputational failure to understand the impact of | Training seminar
the Protection of Freedom Act arranged in July

2012 damages relationship with 2012jointly with
Magistrates Court and Office of Magistrates Court to
Surveillance Commissioners understand impact of
changes and develop
mechanism for seeking
judicial approval

Legal evidence obtained covertly is ruled | training seminar
inadmissible arranged July 2012 to
include officers and
solicitors from Council




Investigative There is a risk that restriction | Ensure that applications for
of the Council’s ability to surveillance permissions are
conduct covert surveillance robust

may adversely effect the
ability to prove criminal
activity

5. Consultation

51 The Chairman of the Audit Committee and the Head of Audit have been
consulted.

6. Financial and legal implications

6.1 The legal implications are set out in the body of the report.

6.2  There are no direct financial consequences arising from the proposed changes
to the covert surveillance regime. However successful prosecution of offenders
may be reliant upon such surveillance and our ability to recover against the
fraudster may be dependant upon such an outcome. There is therefore a risk
that monies gained as a consequence of unproven fraud may be lost.

7. Recommendation

71 The Audit Committee is asked:

a) To note the Covert Surveillance Policy
b) To agree to have oversight of the use of covert surveillance in the Council

Lead officer contact

Perry Holmes, Assistant Director, Legal and Corporate Services, T: 01634 332133
and E: perry.holmes@medway.gov.uk

Background papers

None






Appendix 1
MEDWAY COUNCIL

COVERT SURVEILLANCE POLICY & GUIDANCE

REGULATION OF INVESTIGATORY POWERS ACT 2000 (RIPA)
DIRECTED SURVEILLANCE AND

COVERT HUMAN INTELLIGENCE SOURCES

POLICY

It is the policy of Medway Council to be open and transparent in the way that it
works and delivers its services, including the use of surveillance. Wherever
possible, overt (non-secret) investigation techniques should be used. The use
of covert surveillance and sources in enforcement will only happen where
there is no other practical option.

GUIDANCE
1 Purpose
1.1 The purpose of this guidance is to explain the scope of the legislation

2.2

2.3

2.4

about covert surveillance and sources, the circumstances where it
applies and the authorisation procedures that must be followed.

Introduction

RIPA regulates the use of investigatory powers exercised by various
bodies, including local authorities, and ensures that they are used in
accordance with human rights. This is achieved by requiring certain
investigations to be authorised by an appropriate officer before they
are carried out.

The investigatory powers which are relevant to a local authority are
directed covert surveillance in respect of specific operations or
specific investigations and the use of covert human intelligence
sources. RIPA makes it clear for which purposes they may be used,
to what extent, and who may authorise their use.

Consideration must be given, prior to authorisation, as to whether or
not the acquisition of private information is necessary and
proportionate, i.e. whether a potential breach of a human right is
justified in the interests of the community as a whole, or whether the
information could be obtained in other ways.

The procedure set out in this guidance details all steps required to be
carried out by officers of the Council, or agents acting on the Council’s
behalf. In complying with RIPA, Officers must also have full regard to
the Codes of Practice on the use of covert surveillance issued by the
Home Office (see Appendix 2).



2.5

3.2

3.3

4.2

4.3

It is important to follow the guidance and procedures because RIPA
provides a defence to an accusation that there has been an
infringement of a human right. Material obtained through properly
authorised covert surveillance is admissible as evidence in criminal
proceedings. Evidence could be excluded if the RIPA authorisation
process is not followed and a court decides that it was obtained unfairly
or unlawfully.

Legal Background

Medway Council is required to act in accordance with the provisions of
a range of legislation in undertaking its duties under RIPA, including
the Human Rights Act 1998 which gives effect in domestic law to one
of the terms of the European Convention on Human Rights.

To be fully understood RIPA has to be seen in the wider legal context
of human rights. Under Section 6 of the Human Rights Act it is
unlawful for the Council to act in a manner that is incompatible with
European Convention rights such as the right to respect for a persons
private and family life, their home or correspondence. Such
interference can be acceptable if it is “in accordance with the law”.
RIPA provides such a legal means of interfering with an individual’s
privacy providing the necessary considerations take place and the
appropriate authorisations are given.

Additional legislative issues include applying the principles of Data
Protection and the Council’s Equalities duties.

When does RIPA Part Il Apply?

The two principal activities that make RIPA Part |l applicable to
Medway Council are the use of “Directed (Covert) Surveillance” and
the use of “Covert Human Intelligence Sources” (CHIS). The
purpose must be to prevent or detect crime or to prevent disorder.

The provisions of RIPA apply when the Council is carrying out covert
surveillance in the discharge of one of its core functions, for example
trading standards investigations or child protection. There may be
some circumstances where the Council considers the use of covert
surveillance to prevent or detect crime in its capacity as an employer. .
In these circumstances it is still good practice to use the RIPA
procedures and further advice should be sought from Legal Services.

The following examples illustrate circumstances when RIPA may and
may not apply. Further advice is available from Legal Services.

4.3.1 The normal use of CCTV is not usually covert (secret)
because members of the public are informed by signs that
such equipment is in operation. However authorisation should
be sought where it is intended to use CCTV to target a
specific individual or group of individuals. Equally a request,
for example by police to track particular individuals via CCTV
recordings, may require authorisation.



5.2

6.2

4.3.2 RIPA applies to covert surveillance of a person carrying out
professional or business affairs as well as of a person in their
private family life.

4.3.3 When a person carries out a test purchase at a shop, this is
potentially directed covert surveillance or CHIS, but it depends
on the particular arrangements. Paragraph 253 of the Office of
the Surveillance Commissioner's Guidance provides more
details (see Appendix 2 of this guidance).

4.3.4 An immediate response to events or circumstances where it
would not be reasonably practicable for a RIPA authorisation
to be sought will not require authorisation. This does not
include situations where the need for authorisation is
neglected until it is too late to apply for it.

4.3.5 ‘Drive by’ surveillance may or may not need an authorisation;
it depends on the particular circumstances. It is not acceptable
to prescribe a minimum number of passes before an
authorisation is required.

4.3.6 General observation that forms part of everyday duties, even if
it involves use of equipment to reinforce normal sensory
perception (e.g. binoculars or a camera) is not likely to be
caught by RIPA, provided it's not systematic surveillance of an
individual.

What are the Different Types of Surveillance?

Directed (Covert) Surveillance — specifically focusing attention on an
individual for the purposes of an investigation or operation conducted
by Medway Council. Directed (Covert) Surveillance is carried out in a
manner calculated to ensure that the person subject to the
surveillance is unaware of it taking place.

Covert Human Intelligence Sources — someone (a Council officer or
a member of the public) who provides information to the Council by
establishing or maintaining a relationship with a person to obtain
information. The relationship is conducted in a manner to ensure that
the person subject to the surveillance is unaware of it taking place.

RIPA Authorisations

The use of Directed (Covert) Surveillance or CHIS to pursue a
particular line of enquiry must be properly authorised. This should
ensure the admissibility of the information in evidence, and that there
is minimal impact on the privacy of individuals.

Each Department must have in place Authorising Officers at
appropriate senior levels, who are wherever possible not involved
directly in the investigation, and who will be trained to enable them to
fulfill their duties under RIPA. A list of Authorising Officers is at
Appendix 1 to this guidance.



6.3

7.2

Details about the process are contained in the next section,
Procedure.

The Principles of Necessity and Proportionality

The main principles that those seeking authority and those considering
such authorisations must consider and address are whether the
surveillance or source are necessary to the particular operation or
enquiry and whether the surveillance or sourcing suggested is
proportionate.

7.1.1  Necessary — where the information sought could be found in
another means such as walking past and observing an
address or asking a question, the use of surveillance will not
be “necessary”. Or put another way, can the information be
obtained openly? If the answer is yes, then the surveillance is
not “necessary”.

7.1.2 Proportionate — this entails asking what the least intrusive
form of the surveillance is that would result in the information
sought being obtained. The method proposed must not be
excessive in relation to the seriousness of the matter under
investigation.

The Home Office Code of Practice at paragraph 3.6 provides
that the following elements of proportionality should be
considered:

e balancing the size and scope of the proposed activity
against the gravity and extent of the perceived crime or
offence;

e explaining how and why the methods to be adopted will
cause the least possible intrusion on the subject and
others;

e considering whether the activity is an appropriate use
of the legislation and a reasonable way, having
considered all reasonable alternatives, of obtaining the
necessary result;

e evidencing, as far as reasonably practicable, what
other methods had been considered and why they were
not implemented.

In considering these principles it is important to take into account the
risk of “collateral intrusion”, i.e. intrusion on, or interference with, the
privacy of persons other than the subject of the investigation. This is
particularly important where there are special sensitivities, for example
premises used by lawyers, doctors or priests for any form of medical
or professional counselling or therapy. Steps must be taken to avoid
unnecessary collateral intrusion and minimise any necessary intrusion
into the lives of those not directly connected with the investigation or
operation.

RIPA Training and Awareness

Authorising Officers must have received relevant training.



10

10.1

10.2

Monitoring and Review

The Council’s Monitoring Officer is responsible for implementing the
activities outlined in this document, providing support to departments
seeking to establish compliance and reviewing the implementation of
the Policy. The programme of review will include reporting to the
Council’s Audit Committee.

Scrutiny and Tribunal

The Office of the Surveillance Commissioners (OSC) was set up to
monitor compliance with RIPA. The OSC has a “duty to keep under
review the exercise and performance by the relevant persons of the
powers and duties under Part |l of RIPA”, and the Surveillance

Commissioner will from time to time inspect the Council’s records and

procedures for this purpose.

In order to ensure that investigating authorities are using their powers
properly, RIPA established a Tribunal to hear complaints from persons
aggrieved by conduct. The Tribunal has power to cancel
authorisations and order destruction of information obtained. The
Council is under a duty to disclose to the Tribunal all relevant
documentation.

PROCEDURE

11

11.1

Directed Surveillance

Definition: Section 26(2) of RIPA defines surveillance as being
directed if it is covert but not intrusive and is undertaken:

11.1.1 for the purpose of a specific investigation or a specific
operation;

11.1.2 in such a manner as is likely to result in the obtaining of
private information about a person (whether or not one
specifically identified for the purposes of the investigation or
operation); and

11.1.3 otherwise than by way of an immediate response to events or
circumstances the nature of which is such that it would not be
reasonably practicable for an authorisation under Part Il of

RIPA to be sought for the carrying out of the surveillance.
11.1.4 Some of the terms above require further definition:
11.1.4.1 surveillance is defined at Section 48(6) of RIPA as
monitoring, observing or listening to persons, their
movements, conversations, activities or

communications;

11.1.4.2 covert has a dictionary definition including secret
which in this context means unknown by the person



11.2

11.3

11.3.1

11.3.2

11.3.3

11.3.4

11.3.5

11.3.6

under suspicion;

11.1.4.3 intrusive surveillance means involving the
presence of an individual at residential premises or
in someone’s car, or using a surveillance device at
residential premises or in someone’s car. The
Council cannot authorise this type of surveillance
under RIPA. The Office of the Surveillance
Commissioner’s guidance says that gardens and
driveways are not included within the definition of
“residential premises”;

11.1.4.4 private information in relation to a person includes
any information relating to his/her private or family
life.

Authorisation of directed surveillance: the details of which officers can
authorise directed surveillance in each Department are set out in
Appendix 1.

Application for directed surveillance: the following steps must be
followed by officers seeking authorisation for directed surveillance
(see the flowchart at Appendix 3).

DS Application Form (Part 1l application for Authority for
Directed Surveillance) will be completed by the Investigating Officer
and submitted to an Authorising Officer.

If the Authorising Officer agrees to authorise the directed surveillance,
after considering the requirements of Section 28 of RIPA and the
guidance in the relevant RIPA Code of Practice, then he/she will
authorise the surveillance activity in writing on the DS Application
Form.

Urgent Cases: in urgent cases authorisation may be given orally
(usually by telephone) and the Authorising Officer should record this
on the DS Application Form as soon as is reasonably practicable.
Urgent authorisations should only be considered if delay would be
likely to endanger life or jeopardise the operation. A delay by officers
in seeking authorisation is not sufficient justification.

Duration: all written authorisations will continue until such time as they
are formally CANCELLED. The duration of any directed surveillance
authorisation is three months beginning on the date the authorisation
is given. Urgent authorisation will only be given for 72 hours
beginning with the time when the authorisation was granted and will
then be formally cancelled.

Review: regular reviews must be undertaken using DS Review Form
to avoid authorisations running on unnecessarily.

Renewal: if required DS Renewal Form will be submitted by the
Investigating Officer to apply for an authorisation renewal before the
expiry of the original authorisation. The Authorising Officer will
consider the renewal application and if he/she is satisfied that the



11.3.7

11.3.8

11.3.9

12

121

12.2

12.3

criteria are still met for the authorisation will renew the authority and
endorse the DS Renewal Form.

Cancellation: the officer who granted or last renewed the
authorisation must cancel it if he/she is satisfied that the directed
surveillance no longer meets the criteria for authorisation using the
DS Cancellation Form. Authorisation must be for the statutory three
months period. There should be appropriate reviews at a suitable
time if the authorisations are to be short-lived. All authorisations
should be cancelled as soon as they are no longer required; this is a
statutory requirement. As soon as the decision is taken to cancel, the
instruction must be given to those involved to stop all surveillance.

Original versions of the above mentioned forms should be sent to the
Monitoring Officer, via Legal Services, within five working days.

It will be the responsibility of the Monitoring Officer to maintain a
central record of all authorisations for directed surveillance.

Covert Human Intelligence Sources

Definition: Section 26(8) of RIPA defines a person as being a covert
human intelligence source (CHIS) if:

12.1.1 he/she establishes or maintains a personal or other
relationship with a person for the covert purpose of facilitating
the doing of anything falling within the following two
paragraphs;

12.1.2 he/she covertly uses such a relationship to obtain information
or to provide access to any information to another person; or

12.1.3 he/she covertly discloses information obtained by the use of
such a relationship, or as a consequence of the existence of
such a relationship;

12.1.4 a relationship is used covertly if, and only if, it is conducted in
a manner calculated to ensure that one party is unaware of its
purpose;

Authorisation of CHIS (Section 29): the details of which officers can
authorise the use of CHIS in each department are set out in Appendix
1.

Application for CHIS: the following steps must be followed by officers
seeking authorisation for the use or conduct of a CHIS (see also
flowchart at Appendix 4).

12.3.1 CHIS Application Form (Part Il application for authorisation of
the use or conduct of CHIS) will be completed by the
Investigating Officer and submitted to an Authorising Officer.

12.3.2 If the Authorising Officer agrees to authorise the use or
conduct of a covert human intelligence source, after
considering the requirements of Section 29 and the guidance
in the Code of Practice, then he will authorise the use of the



12.4

12.5

12.6

12.7

12.8

covert human intelligence source in writing on the CHIS
Application Form.

12.3.3 Urgent Cases: in urgent cases authorisation may be given
orally (usually by telephone) and the Authorising Officer
should record this on the CHIS Application Form as soon as
is reasonably practicable. Urgent authorisations should only
be considered if delay would be likely to endanger life or
jeopardise the operation. A delay by officers in seeking
authorisation is not sufficient justification.

12.3.4 The Authorising Officer must also complete a Source Identity
form, ensuring that the Operation Reference Number
corresponds with that on the CHIS Application Form.

Special considerations:

12.4.1 juvenile sources: the use of juveniles as covert human
intelligence sources is to be authorised by the Chief Executive
or his/her deputy (in his/her absence). Consideration must be
given to the Requirements of the Regulation of
Investigatory Powers (Juveniles) Order 2000 and the Code of

Practice;

12.4.2 vulnerable individuals as sources: vulnerable individuals,
such as the mentally impaired, should only be authorised to
act as a source in the most exceptional circumstances and
such authorisation will only be given by the Chief Executive or
his/her deputy (in his/her absence).

12.4.3 legal advice should be sought in these circumstances.

Duration: all written authorisations will continue until such time as they
are formally cancelled. A CHIS authorisation must be granted for a 12
month period, i.e. if authorised on 04.06.12 at 17:00, it will be valid
until 23:59 hrs on 03.06.13. In the case of a juvenile, a CHIS
authorisation may only be valid for a period of 1 month beginning on
the date the authorisation is given.

Regular reviews must be undertaken using CHIS Review Form to
avoid authorisations running on unnecessarily. Reviews should be as
frequently as is considered necessary and practicable, but should not
prevent reviews being conducted in response to changing
circumstances. Juvenile sources and vulnerable individual sources will
be reviewed no later than 28 days after the granting of an
authorisation.

Urgent authorisation will only be given for 72 hours beginning with the
time when the authorisation was granted and will then be formally
cancelled unless renewed.

Renewal: the CHIS Renewal Form will be submitted by the
Investigating Officer to apply for an authorisation renewal. Before an
Authorising Officer renews an authorisation, he/she must be satisfied
that a review has been carried out of the use made of the source



12.9

12.10

12.11

13

13.1

13.2

during the period authorised, the tasks given to the source and the
information obtained from the use or conduct of the source. The key
issue to consider is the risk involved in the operation to the source.

12.8.1 If the Authorising Officer is satisfied that the criteria for the
initial authorisation continue to be met, he/she may renew the
authorisation and endorse the CHIS Renewal Form.

Cancellation: the officer who granted or last renewed the authorisation
must cancel it using the CHIS Cancellation Form if he/she is satisfied
that the use or conduct of the source no longer satisfies the criteria or
that the arrangements for oversight and management of the source
are no longer in place. Authorisation should be for a 12 month period
(less a day) with appropriate review dates set and should be cancelled
as soon as it is no longer required; this is a statutory requirement. As
soon as the decision is taken to cancel; the instruction must be given
to the CHIS to stop all surveillance.

Original versions of the above mentioned forms should be sent to the
Monitoring Officer, via Legal Services, within five working days.

It will be the responsibility of the Monitoring Officer to maintain a
central record of all authorisations for CHIS. See paragraph 14 below
for more details.

Important Further Information in Relation to CHIS

The Council is responsible for safeguarding the wellbeing of anyone
authorised as a CHIS and must adhere to the following:

13.1.1 Management of Sources: every source should have a
designated handler which will normally be the Investigating
Officer applying for the authorisation.

13.1.2 “Handler” means the person referred to in Section 29(5)(a) of
RIPA who will have day to day responsibility for:

13.1.2.1 dealing with the source on our behalf;

13.1.2.2 directing the day to day activities of the source;
13.1.2.3 recording the information supplied by the source;
13.1.2.4 monitoring the source’s security and welfare.

13.1.3 Also every source should have a designated controller which
would normally be the line manager of the Investigating
Officer.

13.1.4 “Controller” means the officer referred to in Section 29(5)(b) of
RIPA, responsible for the general oversight of the use of the
source.

Tasking: tasking is the assignment given to the source by the handler
or controller, asking him/her to obtain information, or to otherwise take
an action leading to the obtaining of information.

13.2.1 When unforeseen actions or undertakings occur when a



13.3

13.4

13.5

handler meets a source, or the source meets the target of an
investigation, any such actions or undertakings must be
recorded as soon as practicable after the event and, if the
existing authorisation is insufficient, a new authorisation
should be obtained before any further such action is carried
out.

13.2.2 Original versions of the above mentioned forms should be
sent to the Monitoring Officer within five working days. The
Source Identity form is to be retained by the Investigating
Officer and all contact with the source must be recorded. This
should be sent to the Monitoring Officer only when the
authorisation of the source in relation to a specified task
ceases. It will be the responsibility of the Monitoring Officer to
maintain a register of all authorisations granted for the
retaining of covert human intelligence sources.

Security and Welfare: before authorising the use or conduct of a
source, the Authorising Officer should ensure that a risk assessment is
carried out to determine the risk to the source of any tasking and the
likely consequences should the role of the source become known to
the target or those involved in the target activity. The ongoing security
and welfare of the source, after the end or cancellation of the
authorisation, should also be considered at the outset.

13.3.1 The handler is responsible for bringing to the controller’s
attention any concerns about the personal circumstances of
the source, insofar as they might affect:

13.3.1.1 the validity of the risk assessment;
13.3.1.2 the proper conduct of the source operation;
13.3.1.3 the safety and welfare of the source.

13.3.2 Any such concerns must be brought to the attention of the
Authorising Officer by the controller and a decision taken on
whether or not to allow the authorisation to continue.

Record keeping:

13.4.1 Records must be maintained in such a way as to preserve the
confidentiality of the source and the information provided by
that source.

13.4.2 The records should contain the particulars as set out in
paragraphs 3.13 and 3.14 of the Code of Practice “The Use of
Covert Human Intelligence Sources” and Statutory Instrument
2000/2725. These should be made and updated by the
Investigating Officer and the records or updates must be sent
to the Monitoring Officer within five working days.

Repeat voluntary suppliers of information: some people provide
information but do not wish to be registered as a CHIS, others
repeatedly provide information that has not been sought or where the



14

141

14.2

14.3

14.4

15

15.1

15.2

Council does not wish to authorise the individual (e.g. because there is
evidence of unreliability). However if the Council will potentially use
the information there could be a duty of care to that individual, and the
onus is on the Council to manage the source properly.

Record Keeping and Central Record of Authorisations

In all cases in which authorisation of directed surveillance and the use
of a covert human intelligence source is given, the individual
department is responsible for ensuring that the original documentation
is sent to the Monitoring Officer who will keep it for a period of at least
three years from the date of authorisation. These records will be
available for inspection by the Office of the Surveillance
Commissioner.

The Monitoring Officer will arrange for and regularly update a centrally
retrievable record of all authorisations for directed surveillance in
accordance with the Code of Practice. In all cases the documentation
specified by the Code of Practice will be retained.

The Monitoring Officer will also arrange for and regularly update a
centrally retrievable record of all authorisations for the use of covert
human intelligence sources in accordance with the Code of Practice.
In all cases the documentation specified by the Code of Practice will
be retained.

The authorising department must ensure that appropriate
arrangements are in place for the handling, storage and destruction of
material obtained through the use of covert surveillance.

Confidential Material

Particular attention is drawn to areas where the subject of surveillance
may reasonably expect a high degree of privacy, for example where
confidential material is involved. “Confidential Material” has the same
meaning as it is given in Sections 98-100 of the Police Act 1997:

15.1.1 matters subject to legal privilege — this can include a
situation where there is litigation taking place involving legal
advice and also simply where a solicitor-client relationship
exists for the purpose of obtaining advice or assistance in
relation to rights and liabilities;

15.1.2 confidential personal information — this will include physical
and mental health information held by healthcare
professionals and spiritual counseling information held by
Ministers of religion;

15.1.3 confidential journalistic material — this is information
obtained for journalistic purposes subject to an undertaking
that it will be held in confidence.

Where any authorisation is likely to result in the acquisition of or
knowledge of confidential material, the authorisation can only be
considered by the Council’s Chief Executive, or in their absence



whoever is their deputy. Urgent oral approval can only be considered
where to wait for authorisation would endanger life or jeopardise the
operation. Delay caused in seeking authorisation is not justification.
Legal advice should be sought where information is considered to be
confidential.

15.3 The general principles applying to confidential material acquired under

RIPA Part Il authorisation are:

15.3.1 those handling material from such operations should be alert
to anything which may fall within the definition of confidential
material. Where there is doubt as to whether the material is
confidential, advice should be sought from the appropriate
Authorising Officer before further dissemination takes place;

15.3.2 confidential material should not be retained or copied unless it
is necessary for a specified purpose;

15.3.3 confidential material should be disseminated only where an
appropriate Authorising Officer is satisfied that it is necessary
for a specific purpose;

15.3.4 the retention or dissemination of such information should be
accompanied by a clear warning of its confidential nature. It
should be safeguarded by taking reasonable steps to ensure
that there is no possibility of it becoming available, or its
content being known, to any person whose possession of it
might prejudice any criminal or civil proceedings related to the
information;

15.3.5 confidential material should be destroyed as soon as it is no
longer necessary to retain it for a specified purpose;

15.3.6 where confidential personal information or confidential
journalistic material has been acquired and retained, the
matter should be reported to the Commissioner or Inspector
during his next inspection.

16 The product of covert activity

16.1 The Authorising Officer remains responsible for the management or
destruction of the product of any covert activity. When canceling any
authorisation the Authorising Officer must consider whether to retain all
or part of any product and record their decision on the cancellation
form.

17 [THE PROTECTIONS OF FREEDOM ACT 2012 — not yet in force

Background

17.1 Chapter 2 of Part 2 of the Protection of Freedoms Act 2012 (POFA12)

amends the Regulation of Investigatory Powers Act 2000 (“RIPA”) so
as to require local authorities to obtain judicial approval for the use of
any one of the three covert investigatory techniques available to them



under the Act.

RIPA was designed to regulate the use of investigatory powers and
to satisfy the requirements of the ECHR on its incorporation into UK
law by the Human Rights Act 1998. RIPA regulates the use of a
number of covert investigatory techniques, those, which relate to
local authorities include:

e the acquisition and disclosure of communications data (such as
telephone billing information or subscriber details);

e directed surveillance (covert surveillance of individuals in public
places); and

e covert human intelligence sources (“CHIS”) (such as the deployment
of undercover officers).

17.2 At present, authorisations for the use of these techniques are
granted internally by an authorised officer and are not subject to any
independent approval mechanism.

Judicial Approval for obtaining or disclosing communications data

17.3 Chapter 2 of Part 1 of RIPA sets out the specified grounds for
authorising the acquisition and disclosure of communications data

Judicial Approval for directed surveillance and covert human
intelligent sources

17.4 The introduction of the Protection of Freedoms Act 2012, Part 2
specifies the grounds for which authorisations can be granted for
carrying out directed surveillance and for the use of CHIS.

Authorisations requiring judicial approval

17.5 It is anticipated that the use of RIPA to authorise directed
surveillance will be confined to cases where the offence under
investigation carries a maximum custodial sentence of 6 months or
more.

17.6 In relation to Alcohol and tobacco, the new threshold would not
apply.

17.7 The threshold will be introduced, in parallel with the Protection of
Freedoms Act, through an order made under section 30(3)(b) of RIPA;

17.8 At present there is no further guidance available, and this should be
reviewed in October 2012 if not before.

Procedure for Judicial Approval

17.9 The Local Authority will apply to the relevant judicial authority for an
order under s.32A. Where an application is made to the relevant
judicial authority, it shall be made by an authorised officer who is a
relevant person under s28 or 29 RIPAQO.]


http://www.lexisnexis.com/uk/legal/search/runRemoteLink.do?langcountry=GB&linkInfo=F%23GB%23UK_ACTS%23num%251998_42a_Title%25&risb=21_T14753649552&bct=A&service=citation&A=0.25065966952687724

APPENDIX 1 - Officers with authority to issue authorisations for directed
surveillance and CHIS

Role Department [RIPA Authorised Officer by Job
Title
Authorising
Officer RCC Commercial Services Manager
Authorising
Officer
RCC Environmental Services Manager

Authorising
Officer BSD Audit Service Manager

Monitoring Assistant Director, Legal and Corporate

Officer BSD Services

APPENDIX 2 — Codes of Practice

Home Office Covert Surveillance Code of Practice

Home Office Covert Human Intelligence Source Code of Practice

Office of the Surveillance Commissioners Procedures and Guidance -
oversight arrangements for covert surveillance and Property Interference
conducted by public authorities



http://security.homeoffice.gov.uk/ripa/publication-search/ripa-cop/covert-cop?view=Binary
http://security.homeoffice.gov.uk/ripa/publication-search/ripa-cop/human-cop?view=Binary
http://intranet.nottscc.gov.uk/index/workingforncc/wfncc-smartwork/ripa/office-of-the-surveillance-commissioners-procedures-and-guidance/
http://intranet.nottscc.gov.uk/index/workingforncc/wfncc-smartwork/ripa/office-of-the-surveillance-commissioners-procedures-and-guidance/

APPENDIX 3 — RIPA FLOWCHART 1: AUTHORISING DIRECTED
SURVEILLANCE (to be amended in November 2012)

Requesting Officer (‘The Applicant’) must:

- Determine that directed surveillance is required (for CHIS see flowchart 2).

- Assess whether authorisation will be in accordance with the law.

- Assess whether authorisation is necessary under RIPA and whether activity
could be done overtly.

- Consider whether use of directed surveillance will be proportionate.

- If authorisation is approved — review or renew regularly with Authorising Officer.

If a less obtrusive
option is available
and practicable: use
that option!

4

If authorisation is necessary and
proportionate, prepare and submit
DS Application Form to the
Authorising Officer

A

Urgent oral
authorisations forms to
be completed within 72
hours

Authorising Officer must:
- Consider in detail whether all options have been duly
considered, including the Corporate Policy Document

and any other guidance issued by the Monitoring Officer.

- Consider whether the surveillance is considered by
him/her to be in accordance with the law, necessary
and proportionate.

- Assess risk of collateral intrusion.

- Authorise only if an overt or less intrusive option is
not practicable.

- Set an appropriate review date (at least monthly) and

conduct the review.

A 4

The Applicant must:
REVIEW REGULARLY
(complete DS Review
Form and submit to
Authorising Officer on
date set)

A 4

The applicant must;

If operation is no longer
necessary or proportionate,
complete the DS Cancellation
Form and submit to
Authorising Officer

A J

A4

Y

Authorising Officer must:

Authorising

If surveillance is still

after authorisation period:

further review date

necessary and proportionate

- Renew authorisation retain/destroy all or part of
(DS Renewal Form) ' »| the product of any covert
-Set an appropriate activity and record this

Officer must:
Cancel the authorisation
and consider whether to

4

ESSENTIAL
Send all Authorised
(and any rejected)
Forms, Review,
Renewals and
Cancellations to the
Departmental
Authorising Officer and
to the RIPA Monitoring
Officer within 5
working days of the
relevant event




APPENDIX 4 — RIPA FLOWCHART 2: AUTHORISING COVERT HUMAN
INTELLIGENCE SOURCES (to be amended in November 2012)

Requesting Officer (‘The Applicant’) must:

- Determine that the use of CHIS is required.

activity could be done overtly.
- Consider whether use of CHIS will be proportionate.
- If authorisation

Authorising Officer.

- Assess whether authorisation will be in accordance with the law.
- Assess whether authorisation is necessary under RIPA and whether

is approved — review or renew regularly with

!

If a less obtrusive
option is available
and practicable: use

that option!

If authorisation is necessary and
proportionate, prepare and submit
CHIS Application Form to the
Authorising Officer

Urgent oral
authorisations forms to
be completed within 72
hours

Authorising Officer must:

- Consider whether all options have been considered

- Document this and any other guidance issued by the
Monitoring Officer.

- Consider whether the surveillance is considered by
him/her to be in accordance with the law,
necessary and proportionate.

- Complete a risk assessment for the CHIS

- Assess risk of collateral intrusion.

- Authorise only if an overt or less intrusive option is
not practicable.

- Set an appropriate review date (at least 1 month after

authorisation date) and conduct the review.

A 4

The Applicant must:
REVIEW REGULARLY
(complete CHIS
Review Form and
submit to Authorising
Officer on date set)

Y

The Applicant must:

If it is no longer necessary or
proportionate to use the CHIS,
complete the CHIS Cancellation
Form and submit to Authorising

A 4

Y

Officer

Authorising Officer must:

If surveillance is still

after authorisation period:
- Renew
(CHIS Renewal Form)
- Set an
further review date

necessary and proportionate
authorisation

appropriate

Y

Authorising
Officer must:
Cancel the

A

Y

authorisation when it is
no longer necessary or
proportionate to use

Y

the CHIS

ESSENTIAL

Send all Authorised
(and any rejected)
Forms, Review,
Renewals and
Cancellations to the
Departmental
Authorising Officer and
to the RIPA Monitoring
Officer within 5
working days of the
relevant event

A




1.

REGULATION OF INVESTIGATORY POWERS ACT 2000

GUIDANCE - PART B

ACQUISITION AND DISCLOSURE OF COMMUNICATIONS DATA

Introduction

With effect from 5 January 2004, and in accordance with Chapter Il of
Part | of the Regulation of Investigatory Powers Act 2000 (‘the Act’),
public authorities such as Medway Council are given powers to acquire
communications data. There are certain safeguards that apply in
relation to the acquisition of such data. It has to be demonstrated that it
is necessary for the purpose of preventing or detecting crime or
preventing disorder; and proportionate to what is sought to be
achieved by acquiring such data. If collateral intrusion is envisaged it
must be demonstrated that the intrusion is_justified.

There is a Home Office Code of Practice on the acquisition and
disclosure of communications data at
security.homeoffice.gov.uk/ripa/publication

The procedure is similar to that for the authorisation of directed
surveillance and CHIS but has extra provisions and processes.

The purpose and effect of the procedure is the same i.e. to ensure
proper consideration is given to the exercise of the powers under
RIPA. The mechanism for obtaining communications data creates
a system of safeguards under a detailed regulatory and legal
framework. This ensures that the interference with the right of
privacy of an individual through the acquisition of communications
data is necessary and proportionate in any given case.

The Authorising Officer is the same level of officer as in the Directed
Surveillance and CHIS procedure but for the purposes of this
process is called a ‘Designated Person’.

6. What is ‘Communications data’?

6.1 Communications data is information relating to the use of a
communications service e.g. postal service or telecommunications
system. It is defined by

Section 21(4) of the Act and falls into three main categories: -

21(4)(a) Traffic data - where a communication was made from, to
whom and when

21(4)(b) Service data— use made of service e.g. ltemised telephone
records

21(4)(c)) Subscriber data — information held or obtained by operator on
person they provide a service to.



6.2 Public Authorities are restricted to subscriber and service use data and
only for the purpose of preventing or detecting crime or preventing
disorder. Traffic data is not available to Medway Council.

7. Designated person

7.1 A designated person must be at least the level of Assistant Chief
Officer, Assistant Head of Service, Service Manager or equivalent.

8. Application forms

8.1  All applications must be made on a standard application form and
submitted to the SPOC (single point of contact). The SPOC will
ensure that the application meets the required criteria and then pass
to the Designated Person for authorisation if appropriate.

9. Authorisations

9.1 Authorisations can only apply to conduct to which Chapter Il of Part |
of the Act applies

9.2 In order to comply with the Code of Practice, a Designated Person
can only authorise the obtaining and disclosure of communications
data if:

i) It is necessary for any of the purposes set out in Section 22(2) of
the Act. (Medway Council can only authorise for the purpose set
out in Section 22(2)(b) which is the purpose of preventing or
detecting crime or preventing disorder); and

ii) It is proportionate to what is sought to be achieved by the
acquisition of such data (in accordance with Section 22(5) the Act)

9.2 Consideration must also be given to the possibility of collateral
intrusion and whether any urgent timescale is justified.

9.3 Once a designated person has decided to grant an authorisation
there are two methods by which the information can be sought from the
Communications Service Provider: -

1) By authorisation of some person in the same relevant public
authority as the designated person, whereby the relevant public
authority collects the data itself (Section 22(3) the Act). This
may be appropriate in the following circumstances:

* The postal or telecommunications operator is not
capable of collecting or retrieving the
communications data.

* ltis believed the investigation may be prejudiced if the
postal or telecommunications operator is asked to
collect the data itself;

+ There is a prior agreement in place between the



9.4

9.5

9.6

9.7

relevant public authority and the postal or
telecommunications operator as to the appropriate
mechanisms for the disclosure of communications
data.

2) By notice to the holder of the data to be acquired
(Section22(4)) which requires the operator to collect or retrieve
the data. Disclosure can only be required to be made to either
the designated person or the single point of the contact.

Service providers are under a duty to comply with the notice if it is
reasonably practicable to do so (s.22 (6)-(8)) and non compliance can
be enforced to do so by civil proceedings.

The postal or telecommunications service providers normally charge for
providing this information.

There are standard forms for authorisations and notice.
There are also a number of other administrative forms the SPOC is

obliged to complete in certain circumstances, although these will not
always involve the requesting officer.

10. Oral authority and grading of requests

10.1

Medway Council is not permitted to authorize requests for
communications data orally. Requests to Communications Service
Providers are graded; grade 3 is the response level to public
authorities, requests are normally dealt with within 10 working days.
Grades 1 and 2 are requests by the emergency services where there is
an immediate threat to life or an exceptionally urgent operation, which
requires data within 48 hours.

11. Single point of contact (SPOC)

11.1

11.2

Notice and authorisations must be passed through to single point of
contact within the Council. The SPOC is a Home Office accredited
person who deals with the postal or telecommunications operators on a
regular basis and also be in a position to advise a designated person
on the appropriateness of an authorisation or notice.

SPOCs should be in position to:

Where appropriate, assess whether access to communication data is
reasonably practical for the postal or telecommunications operator;

Advise applicants and designated person on whether communications
data falls under section 21 (4)(a), (b) or (c) of the Act;

Provide safeguards for authentication;

Assess any cost and resource implications to both the public authority
and the postal or telecommunications operator.



SPOCs currently having Home Office accreditation are:-

Perry Holmes, Assistant Director Legal & Corporate Services and Angela
Drum, Head of Legal Services.

12. Duration
12.1 Authorisations and notices are only valid for one month beginning with
the date on which the authorisation is granted or the notice given. A

shorter period should be specified if possible.

13. Renewal and Cancellation

13.1 An authorisation or notice may be renewed at any time during the
month it is valid using the same procedure as used in the original
application. A renewal takes effect on the date which the authorisation
or notice it is renewing expires.

31.2 The code requires that all authorisations and notices should be
cancelled by the designated person who issued it as soon as it is no
longer necessary, or the conduct is no longer proportionate to what is
sought to be achieved. The relevant position or telecommunications
operator should be informed of the cancellation of a notice.

14. Retention of records

14.1 Applications, authorisations and notices must be retained by the SPOC
in accordance with the Code of Practice until the Council has been
audited by the Commissioner (see paragraph 10).

14.2 The Monitoring Officer will maintain a centrally retrievable record of
items as set out in the Code of practice.

14.3 Applications, authorisations and all other associated documents must
also be retained to allow the Tribunal (see paragraph 10) to carry out
its functions.

14.4 Errors which arise as a consequence of this process are determined to
be either reportable errors or recordable errors and should be dealt
with as specified in the Code of Practice.

14.5 Communications data, and all copies, extracts and summaries of it,
must be handled and stored securely and the requirements of the Data
Protection A ct 1998 must be observed.

15. Oversight and Complaints

15.1 The Act establishes an Interception of Communications Commissioner
whose remit is to provide independent oversight of the use of the
powers contained in Part 1. The Code of Practice requires any person
who uses powers conferred by Chapter Il to comply with any request
made by the Commissioner to provide any information he requires
enabling him to discharge his functions. That will usually be in the form
of an annual return to the Commissioner.



15.2 The Commissioner will also undertake a periodic inspection of all the
records held by Medway Council.

15.3 The Act also establishes an independent Tribunal to investigate and
decide any case within its jurisdiction. Details of the relevant
complaints procedure should be available for reference from the
following address:-

The Investigatory Powers Tribunal
PO Box 33220

LONDON

SW1H 9ZQ

Tel: 0207 0353711






Diversity Impact Assessment: Screening Form

Appendix 2

Directorate

Business
Support
Department

Covert Surveillance Policy

Name of Function or Policy or Major Service Change

Officer responsible for assessment

Perry Holmes, Assistant Director,
Legal & Corporate Services

27 June 2012

Date of assessment

New or existing?

New

Defining what is being assessed

1. Briefly describe the
purpose and objectives

The covert surveillance policy sets out the legal framework
and authorisations needed for the council to obtain and use

evidence covertly

2. Who is intended to
benefit, and in what way?

The policy has been introduced to benefit the
Council, employees and service users.

3. What outcomes are
wanted?

Desired outcomes:

- employees follow the policy to ensure that evidence is

admissible;

- employees complete authorisations fully and

accurately;

- __maximising the Council’s efficacy at prosecuting.

4. What factors/forces
could contribute/detract
from the outcomes?

Contribute

- Raising awareness to all
staff of the policy and what it
means;

- providing training to
relevant staff

Detract

- employees not understanding
the this policy and therefore
failing to follow it;

5. Who are the main
stakeholders?

The council, employees and service users.

6. Who implements this
and who is responsible?

The Assistant Director, Legal & Corporate Services




Assessing impact

7. Are there concerns that
there could be a differential

impact due to racial groups?

Brief statement of main issue

NO
What evidence exists for - The use of covert surveillance was recently
this? presented to Extended Management Team and no
concerns were raised about a differential impact
- The use of covert surveillance by the Council has
been happening for 10 years without any
suggestion of adverse impact
8. Are there concerns that Brief statement of main issue
there could be a differential
impact due to disability?
NO
What evidence exists for - The use of covert surveillance was recently
this? presented to Extended Management Team and no
concerns were raised about a differential impact
- The use of covert surveillance by the Council has
been happening for 10 years without any
suggestion of adverse impact
9. Are there concerns that Brief statement of main issue
there could be a differential
impact due to gender?
NO
What evidence exists for - The use of covert surveillance was recently
this? presented to Extended Management Team and no
concerns were raised about a differential impact
- The use of covert surveillance by the Council has
been happening for 10 years without any
suggestion of adverse impact
10. Are there concerns there Brief statement of main issue
could be a differential impact
due to sexual orientation?
NO
What evidence exists for this? - The use of covert surveillance was recently
presented to Extended Management Team and no
concerns were raised about a differential impact
- The use of covert surveillance by the Council has
been happening for 10 years without any
suggestion of adverse impact
11. Are there concerns there Brief statement of main issue
could be a have a differential
impact due to religion or belief?
NO

What evidence exists for this?

The use of covert surveillance was recently
presented to Extended Management Team and no
concerns were raised about a differential impact




The use of covert surveillance by the Council has
been happening for 10 years without any
suggestion of adverse impact

12. Are there concerns there
could be a differential impact
due to people’s age?

Brief statement of main issue

NO

What evidence exists for this? - The use of covert surveillance was recently
presented to Extended Management Team and no
concerns were raised about a differential impact

- The use of covert surveillance by the Council has

been happening for 10 years without any
suggestion of adverse impact

13. Are there concerns that Brief statement of main issue

there could be a differential

impact due to being trans-

gendered or transsexual? NO

What evidence exists for this? - The use of covert surveillance was recently
presented to Extended Management Team and no
concerns were raised about a differential impact

- The use of covert surveillance by the Council has

been happening for 10 years without any
suggestion of adverse impact

14. Are there any other If yes, which group(s)?

groups that would find it

difficult to access/make use

of the function (e.g. young

parents, commuters, people

with caring responsibilities

or dependants, young NO

carers, or people living in
rural areas)?

What evidence exists for
this?

The use of covert surveillance was recently
presented to Extended Management Team and no
concerns were raised about a differential impact
The use of covert surveillance by the Council has
been happening for 10 years without any
suggestion of adverse impact




15. Are there concerns there
could have a differential
impact due to multiple
discriminations (e.g.
disability and age)?

NO

Brief statement of main issue

What evidence exists for
this?

The use of covert surveillance was recently
presented to Extended Management Team and no
concerns were raised about a differential impact
The use of covert surveillance by the Council has
been happening for 10 years without any
suggestion of adverse impact

Conclusions & recommendation

16. Could the differential
impacts identified in
questions 7-15 amount to
there being the potential for
adverse impact?

YES

NO

N/A

17. Can the adverse impact
be justified on the grounds
of promoting equality of
opportunity for one group?
Or another reason?

YES

NO

N/A

Recommendation to proceed to a full impact assessment?

This function/ policy/ service change complies with the

NO | requirements of the legislation and there is evidence to show this

is the case.

What is required to
NO,

Guidance Notes)?

ensure this complies
BUT with the requirements of
the legislation? (see DIA

Review by the Monitoring Officer operationally
and the Audit Committee strategically should
include assessing whether the use of covert
surveillance has the potential to have an adverse

YES | out full impact

Guidance Notes)

assessment (see DIA

impact
Give details of key
person responsible and
target date for carrying N/a




Planning ahead: Reminders for the next review

Date of next review On-going

Areas to check at next Check whether the policy is being used and whether
review (e.g. new census employees are aware of the policy and its purpose.
information, new
legislation due)

Is there another group
(e.g. new communities)
that is relevant and ought
to be considered next
time?

Signed (completing officer/service manager) Date

Signed (service manager/Assistant Director) Date
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